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B—HARELT. BEEEURRENSFTER AT ENFER. BE
R ESHENAAFFEE—REINENES .

17. 248 ( Public Key )
BLAATHRYEFZSE |, AU ENAIFATR S RRIHRSL BT LARISRINER
X. X, BHENAIFATREE.

18. RSA &%
RSA 2/ Rivest, Shamir & Adelman Fr&BBHI—FhAFFESAINZEX |
DEICHIRAIEIREAEM | BT RE T REIR S o a0 ENENE.

19. URL ( Uniform Resource Locator)
F—RBENMBTEIR. URL 27F Internet B www IRSEEF _ ERFHEE
SENENFRAE.

20. BFERL
—FMRMNAEL LTS | TAREARY | FUFASARITRIFIEREIRE. B
FXF USB #ZOiE(E , BaLithF iR USB KEY,

21. X.509
X.509 2 ITU #I7ERY X.500 RFIBIBRIFENEF—. BARPIERE
MT—MESR,

22. ¥£35
HBABIERHIEE IR ERINIIE.

23. ISiiE
PR BB RN ERIEE ZERIRER MR T ERYES],

24. SM2 &i%
T EERZBEE S A MIOMRERMEAPAEREL, 20 (GM/T 0003-
2012 SM2 fEEIfZ& A tHEREEIE).

25. SM3 &3k
FEERZREEEAMINENEIVEEL, 21 (GM/T 0004-2012 SM3
BEAEER).
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26. PKCS#10
IERIEKIEENE H RSA Z2RTHE BEX TIEBERIBKAIEH.
I RFC 2986,

B2E (FRARHBSERER

2.1 (EBE

NETCA FEEE—NMHIMNAFHHSEE | BREBIRE. BENMEB N SIES
BXHEE. NETCA FEENBSEERRTLUUTASR (IEP. CRL ,IEPRKRE
=& ,NETCA CPS &#HIMRA ,LARHEER NETCA REMAHBAMER. NETCA
IFBENSEENTE BREME NETCA 50N BFIESREE5I3 CRL),
FEMTFFIERES M NETCA IEPEIAR GBI BRSIRSNERE. 1T
TS AT &R NETCA Kiuf ( www.cnca.net ) EIRIEREEE FEGES,

NETCA EEREASE TN RN A BB eNEBiE a5
ROEED , MREREA EIARS.

NETCA (SEEE RIS AfREIRIES. CPSHUEIT. IEBIEEFF AN
IHEAREND , XEASHRFS CPS iGN AE AN

B& NETCA ##10&40 , Z1bHasRE (i EEH CA 8 RA 4EPR0E0E )
rp{E{al#E CPS 0 ( 8 ) NETCA (SEESH AN ZRERREE,

2.2 INEEEET

2.2.1 CPS 9%

NETCA CPS —£2 NETCA 7EMu5 www.cnca.net LA P E AP AT,
B, BIATAER , HX— BRI FIEBRERE . FrisiERRax
SHERBEEYNERAER ], NETCA CPS A NEXEEAI 1.53 1 1.5.4
BME. BBEATEAE NETCA Mt www.cnca.net BE , WEANMALRS
1TEA,

2.2.2 i CRL %76

HABESEMINE  NETCA BZIEBRI A AHENSEE. NETCA EHA
&% CRL LN BEMEARMTHE. RS, IEB K5 E
NETCA 89 LDAP RS 28eiEEE R EM BT EIEFRESIERF CRL BXE
B, [ET NETCA tBi2tHRAEERY OCSP IRSS |, PR /5 454 nT SEAY HHXREUIE
PEFIIRSER.

NETCA ASERAMEFIA LDAP BRIRSSESEEHEPEUEF] CRL £
&, FHEKCHER N CRL NEIAEK.

NETCA tB&kmREREFAIERSEEPIIAEXESR , B1EX NETCA
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ABRYIEBHTHER. (FHECRREHEARTIER NETCA A& HAVIERRYRTSEEE,
RS RENIEMEANRAFIFMAISE .

2.3 R pHIIE)ERsRER

2.3.1 CPS fY& AT aEsa=E

NETCA XAt 4% CPS BUBRFIRA , —BEXIHINANEH. #MFe. HAEEER
Bt , NETCA 87 www.cnca.net 570 , FIE5HHY CPS &77E NETCA
=B,

NETCA RIEFAHLE. WFEE. MEEHNAEEZNNEMEK , A€
Xt CPS W , A EFSRZEH NETCA M HRE, XFARIZ
2N, S8 , HERFEERIEEENEKA.

£ NETCA ;& B &MY CPS |, & 8BNS, BRSEFER
Xt CPS HHTEH. #hFe. VEEE=EEHAI , =5AUAY CPS BIbEBRAYFNIEESE
FEAPIAZS.

2.3.2 EBRYA& R ETEIEEIRER

HEEBESKMING . NETCA £ 4 N REZEBEIAN KR ENSEE.
WP LIEEEEREEPLAHEIRER NETCA £AA5IES,

NETCA B3 B RAHIRSTIEEEREMNEEH A EHMIEFTIERE
B, TP {E NETCA B9 LDAP fRE2BeisEiEEE L&A, TEH#
=iER,

2.3.3 CRL 9 AIEIESRE

NETCA SESHUXIEERGEHIERR £ 4 NNIRERRHT CRL FH AR
NETCA f9 LDAP RS 2RaEERIERENE. MIEBHRIELEGTHE , FIRRZ
IEPINSHIERT CRL RIS ARIERAET 24 /MY, FEAEWT , 33Tk
LipSLRIERIAERY CRL RKETE 7 RAEFER IR, JWT R CA HIAIE
PREH CRL RREE—FARETER X,

#id OCSP ¥ , IBRE A LS EENBRAEE IEBIRE 8K
ETEMRESEH. HEfINS. EREERLUS , NETCA BrT LR AR
IRSS , BISERNEBER. BUEH. ER/BUEERRT , NETCA BIEREERNTS
BRGNP REANT S p o

2.4 ISR RYinEES

NETCA EEMus LA B SEBERINARER. B REHEEHIR S
THEE , HBRRABFENE NETCA TFARZBERS. (1Z50F0MIBR NETCA 7245
ROIERER. EiY NETCA BN TBFIREESLTERIINIREE |
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LIBRREEFIEBIT A EIEIES NETCA BRIEFIANEESFL.
XFF NETCA &%f9 CPS, CRLFMERER |, iEBITPFIEBEKI ST LAAR
SZPRFIH T RisEAE,

B3R BintRASE

3.1 &3
FKMAIBEBRSE IR ( Subject ), BRIERRIZEBRIESE, Xu
FAaEEERA X.501 BYERBIE ( Distinguished Name,{&#R DN ) /5=,
DN ;BRSSO SERD
o C,6 EXR
S, FiEE. mHEITBKX
L, Hbtik
O, AR
OU , AR THIERI Jak D2
CN , FREFR
® E, BBFHB4E
AENEP2EEH DN BIBERSRHEA B FrAE.
L3 #0 L2 uE$AY DN frEIIPABEREID ™1&8E#Z. L1 IEPEI DN BEA
FRIEE BEEITAIFRTREBAINT &R,

3.1.1 FREFIED CN HEERR
FEIEP CN BUES=ANF ¢

w"S | BB CN E{En=t

T | DAILEE | DARE ( SSMOIEREXE EARBRRERETR—EL)

(1) H - FUERMR > ( SHTHAROEE EARBERI—2L )
2 | MUBIESR | (2) UEHITA  DARSE ( SIEBETEHPPNASHRY
UERRS A RARRI AR FR—EL)

5=, 1P ibhl, FEFERfEbI B EADSARR ( SEREERT

3| BEED | oo il mrr RS EH—E)

3.1.2 DN iiBB&RER
(1) DN /RBERRFRMRT] PRESL S M EEERIRSIbUL/BFR. KSR
R ;
(2) BRI IREFRABEME—HIRRENSLIK ;

S HRHU LR CAE O HARIERITE, CN ATREAS R FRYE
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(3) MEESEIRZFR. FBFHFFE. HUEEER , E—FRRESDK ;
(4) HFMHRNAIES , DN I O IR,

3.2 {linEHBTEIA

3.2.1 IERBBRTARRIAE L

NETCA SIFREREEREBFERFHEHSEXRNZERE , BTER
FIREZEX |, (RIEFABAHIHEE | FE LB FERR S EEETPFEH,

NETCA tBaEBIiEBIEK (40 PKCS #10 ) PAUEFESEMIAFBRS
EE5E SHMEBIIMAIFASE.

IERERIEE N EIRIE AR AHBRENFIEEES.

3.2.2 HSR9BRTEIA
NETCA B iE BB E IR AR A TURBUERRIEEES. NETCA
BT EX EE ARSI EN B MHINEHERRM | SiBIT KRS SR,
B E =S EEEIRHIRS | SERIEIHIEE NETCA NG HER SR
ENERNSD EFRSEEER. S1A89K, [EiY NETCA tBFEXIEIH IR
EIERBSHIRERNSHHITIRA | BEZAVERBHHEAGE RS, LIEXHE
HEZA AR RSO, B ZE AENSDIEEXH ( IFERRT
Sk, FRSEETCSMIERER ), MARRKERNESSH.
— RS ERMALATERIZ] NETCA 8 NETCA B9 RA H{TBH B R HEIA
1. ERiER
2. EREHMERIAI TEREENIEASEEIAR., BRUHEAIEEIT ¢
m B3R
m BEEAGEAIED
m HSBEIREAZICIE
m RHIERWERAECIED
B B
m HERUET
3. SN ASHIEERE. BXUEFAISEENT -
m SpiE
FAZXR
PER
B2
ZEASDIEA
m HtBEWMSHUEEER
NETCA THANRBANSHELSBIREARIA NITHREZ ([
EREBRTNIEMTFES NETCA BB RiEREIIEES PR LAER,
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HERIBARHIRABERIEFENRNERN  EEEIRER  BiEAL
SRR SG M SE S RN AIERRS Y |, BN , B EZATEL.

NETCA = NETCA 89 RA fIIBSEBARTIANBVENBERT , KENE
HEE. SOt E RS EHTRIE AT SEKMEZG RIGEEE. E=AFa5UE.
BEMIGEE ) SETFPEMHRERE IP It EER |, RiETIEEHE
BUESSHERNEE TIERINS.

XF L2 Bl | ES O EZIKEF ST IS =558 . NETCA
— AR T NS D EIZEFRIA.

T L1 HFIER | RSRAES D | HEZREREAEATRIBEIRAN
[BEHCHAA,

3.2.3 NABIBHBEEIA
NETCA B EBRIEEIRRZRIBHEI A ABIEBHRIEEEE. NETCA
Bid A T —Fe SNBSS SEANASS |, XEAREFERRT :

® HEXHEFEZERIEBENASHRIRMG
o EIKIERZTEIE

® BYB=HEEHIETIRS

e HiEiHa

e Hfth NETCA A AIAAMIS

ESEHE (BBEFEZIIREINFPER) HIEEEHE , NETCA %
F "EXNEEZERIEEENASHINERG" ( BnEZAR A ) EZEFRS%.

—RBER T , PARBEMEHRIATERZ NETCA st H RA #TEBHEZ

RHIA -

1. HiEE,

2. DABMDIUEEFRA. BROUEEFLIEEMT -
m SHiE
B AOR
m PER
B [\
B FEASHUERA

m EMhERSHIEESER

NETCA 7TEANERIBEANSHESBIHEHNA NTTERIT IS,
BATEIRA MR MMNE S NETCA Sl B ERiERSDIBIES P F LR,

HERIEARMIRBETREENRFNEEN  NEEEnER | RiEAL
SRR ARG A S A B E FRRFaERRS i |, BN , B EZATIEY,

NETCA 5tH RA I BZIEAREANBLENBR T , XRNE=HER
HEFIRSZEEITPEN  FEAGRAISZEREETFINSE.

NF L2 BFiEH |, ESOEZKB TSI RIS =S HZEUE |
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NETCA —RAFBHITEIN B D EHZEFA.

T L EAES | RPRANASD | ERERRERERERRARIRIIN

BEICA.
3.2.4 SN ABBHRTRIA

NETCA BT IERRIEE IR R IBEMEI A TURBUERRIEEERE. NETCA
B EXNEEZERRIEEFTERWESHRSEERY BB KREZT21
1B, BEYE=FEEEIEERSS , SEIEIHIEE NETCA IAEHAIER S
REBENWIN S0 EFRSLEER. BIRRILIR, ANRTWIRELRIFTIER RIS |
T NETCA IAESIEIHSIUMEE PSRN B O THRIA | BEIZ
ERBHIRNE AR TR N ADEASIEB S, DENENEZA AR
N FRS O EBEZEEENS MU 4 ( BIFERRTSMDIE. FRsERE

ESDIERRR ), BARINARIIESSH,

—HREIRMLAITERIR NETCA 8 NETCA f9 RA S TBEZRHA

1. ERiEE

2. HBHERIS TEXUEHEARHEEIAR. EXUEEHRIRENT ¢

m Bl

S ERALEAIES
H2BEWRNEAZICIE
RArRI B AIECUES
BURFHESL

m HtEXuE

3. ZPABMIRARMG. EXUEHHRIRET ¢

m SHE

PO

il

[EZ1E
FEABDIUEEA

m HttEWSMIERER

4. BHTWEHERIMNETEAERNERSX G | IERENEHRNARNSD., &

AR LIRS 1 RBYRIERIEERMITT , IR LR SIS,

5. PPN ARNSDIERREGRSEME ( 7k ). BRUEGRIZEENT

m SHE

PO

il

[EZ1E

FEABDIUEER

Hith5 S0 ERRE R
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NETCA FEANEFBAREZEDARNSHERBIHELSINHIA , NFTEERR
HEHEYE, EEEERANIERAFNEY , NETCA SR eRiERaEES|
FFLABAR.

HERIBARHIABESRIEFENRNERN  EEEIRER  BiEAL
SRR SG M SE S RN AIERRS Y |, BN , B EZATEL.

NETCA g NETCA 89 RA fOIBSEBARTANBVENBERT , KENE
HEE. SOt E RS EHTRIE AT SEKMEZS RIGEEE. E=AFa5UE.
BEMIGEE ) SETFPEMHRERE IP It EER |, RiETIEEHE
BUESSHERNEE TIERINS.

T L2 Bl | ES O ERIKEF ST IS =558 . NETCA
— AR TR NS D EIZEFRIA.

T L1 R | RSRAERNAS D |, HFEZRERBKREARIER
IRHINBEICA.

3.2.5 GFAGAIE
FRIBARBFRSEIER BRIKIERBASHIARZES ZAX 3.2.2,3.2.3,
3.2 A MERRERIBEARNBDS, | IREBEREN IR Z RS SIHEIN. FFRaNR
BEBIREBIR. Rt P sl KEE.
NETCA 5tH RA I BZIEAREANBLENBR T , XRNE=HER
HIEHIRSLEEIT BN RRBEANTNZENHEN FEAGERSISZIERN
EETIERINE.

3.2.6 AFEIEARTPER
RERTEFTZIAY MTAZITASDEMBRRIESE NETCA —i AT 51,

3.2.7 BILINESRERBBIEA
1. RA
o RA FTERIRNMIIASEANINE ESHHEZKIBEA 3.22 1
EHAT . FFH NETCA TSI E R AR S 0.
® RA REREH NETCA iRIBAESEEERFEEINE | ERIKE
BNEEE  EiafEEfE NETCA AYEEIIE.
2. WBZEAR
® NETCA 9553238 A RJg NETCA st Efr/E RA HIMGRVER R,
o \BSZHEARNSMIRT BAFENANERBRBTENRMEIN | B0
MFFE NETCA HIHEFIE.

3.2.8 CAHEIMERIER
NETCA (@I AIBEFERIESRIR CA BB BRI SUNIE. IERRIEFIOE |
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SEMAEROEAEEIANERIRZR, 8 NETCA 5EE CA BT THHEEIAL ,
$E1E NETCA FIRIuG 2370,

NETCA E#{THEEIAUERNEEER AEEMATANRE | NRBEXEZEENR
FIBBRYESK NSRBI EN AR | AR REEERERITNE.

3.2.9 {KEEZBEHER

NETCA £ L2 B9 CA SRi55 | NARHKER B BRI R & NETCA H95
IDEZ. XK ZAGNEZERNS NETCA BENSHEHZERES,

NETCA XJREN BT RIBRZIE Rt TIFEES N | FHRERERRFAIZA
B,

3.3 iEB ( ZA ) EFMERPISHBER]
HAUEPITFRBEEFHSFIED (BH ) i, FELKLIBMHEZ , 16885
PXEFTHISIE.
NETCA BJLARAL T AN Z — RS EFNERPIISDHTES
1. AREBRRZGFEIHHFEBNEFNHE , WSHEREY , TH
BXH TR RIS EX |
2. FRERRAARN 3.2 SHRIIRKIESDE,

3.4 EREHEERPIISHD ER!

AP P EREEESFIE PR |, FEZISDEZ , 805 5chGEHRY
UL
NETCA RILIRRBLAT A — KX EHIEBFRIS O TES!

1. AREBRRZGFEIHIHFEZMTHFE , WSHhEREY , TH
BXH TR RIS EX |
2. FRERRAARN 3.2 SHRIIRKIESDE,

BAE IEPHEas FHIREIE

4.1 iEBERiE

NETCA i@id RA SESCORIGE-BERIE, IE-HEREHsTAa LUZEEN A H
MRE RS B AN SRR STAE Z & LA
MRS RS, IERRBARSNEEMRES , SNEREIEBRBEA
48, NETCA SHWGHIEBEREREIZBENAL | ZED AIIRET IS
BT REXS , GEESHIES,

BRIEARER TRREZITFINIAS |, SRR X FENRRENRE.
FHIRIEERIEIEBRAURMES o5, mRNSH TR ABHEIERAEER.
Ve ==V aa = )R E i~
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NETCA #==iEFBEHIBRIEN :

1. IEBERBEAMM_ETEFTEIEM NETCA BrfE RA SREVFER SLIAFPEERY
HFUFBERIBERIE |, IRRISEKRETFRIER ; BT NETCA B9ELER
FRRIRRRIBES.

2. RIBANX 3.2 BERIEKIRRIXS M LR ERAGIE P ERIERIERIEX
SUERRER} , B NETCA BiE RA T M. B EIZFN3IEE,

4.2 EFPHRIFLE

4.2.1 B{p®HZ
NETCA 8(H RA B5iE AN 3.2 RIFFIHEBRIEHITEDEZ , LK)
HE{pRIESCM.

4.2.2 iEBHiSHIEZS5IE®S

NETCA s(H RA JWEBIBMHEZAGERER , FEAZKEEXZHER
TN, NEEFESZPZIERERE | 7@ NETCA IRTIERERIEK.

HEIARREEBNSHIERME Bk emEX T P EEARRF]
ERIBIHTE | 3t NETCA siH RA IMEHREEREEN , S RELEIRASZ
(FTHEXZERY S ERIEERGEIT YA BTIEK | FRIRXTXEMNE
REINS |, gekimE NETCA HitbHRiEZERFZMH , NETCA 2H RA BIEH
HAE,

4.2.3 QI ERERIRIE

—RRIER T , NETCA SMEIEREHBHRENEHAN TR | SdEN54
TERYRLIRRI IR,

NETCA FeIFREEIRILE S SRR AR ERIBRERS T+ S | IXAPER
SEAIEF EHIBAYRL IR AT A,

4.3 FPEL

NETCA S iRIEZRZANE R HISAHRMAVE BN RIBAE RIS,

NETCA 5 RA ZEBI A ENRZEERSNHITERMANERETEEE.
NETCA EFFAMIERHIBRRERIBERE RA NBMHE | IEXUARIETHRELR
EP, EERIIEF , NETCA AT LISRFICRIPBERETHXHEZ ,
FieBBESEEHEHREZEEMAREEERE | i NETCAINAREERFEEE
ARER , FEEERIEE  FBNEZHIEH RA , EEEHETR , BEHEM
IEPERIER.

IFPERS , B RAFENAEEANE  BF T FRBIEREEREFEY
A TIER AR BRI P BT FE&E. RA AILIRELA T AUERITF ¢
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P52 BN

£ RA ZIEREXIE SN
FRTEIEA]

s, BFHp
HESITFAENAR

4.4 EPIES

4.4.1 {EBRIRT
IERERE , NETCA ZFIEH A7 E| NETCA IEHEE,

4.4.2 ESIEBRIKB
REAEWSERERE | UMEA—FERISM T PEZEEAES

1.

2.
3.
4.

ZPNDEBTEICR LEF |
W FREE AR R EZ RS E
TP MR E T EGZEES |
SITRAERIEEL.

4.5 ZAXFHIEBAYER

4.5.1 iTPFASRFIEBAYEF

TP RS TP E S e B RAIFAE. ITPESESRBIEER
ANZERAITHEE |, R AR A EE R EREFIETR. 1T EREIERAT R
BFEZREFREEEN. NETCA CPS FIZZ2r9thY.

1.
2.
3

U FRSBRERNAESIERS "ZAMIE" (KeyUsage ) RIZEK ;
T PRARFMIEBRIE RN AT ST P AIEX

. VTP EERIEBIAEATS NATRARR TR FER |, BMRIERLATH

R THRFES  FEEENEFERRN , NERRIXEREY
HAE#ES. i ( S PERHASEIER. iEE | 1T NS LEERRA
)

TP NRFFISERABRYES] | FERENGIEATEIERELLFATRRIRR., it
B, WENECREENBER

P ARHSIEBATIRLES

URTRSBEEMBARZER , NRASE NETCA BiSEHEFARXINAY
HFAUB | LIRREILERIRK.

4.5.2 (KRS AIEBFI2ARIER
IEBAE IR EX T HEHIERINHEE JUBE EEHIERX 7
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BFHEH B IS A FERES . IBEBNESEEEUT=
NG| :

1. URZUEPRA NETCAE X ;

2. MEEZIFREEYEIN ;

3. BERIZIFRREWTFHE. HEie.

IERRESE NETCA BUHBXIRIERETE | FFRIEARERMRREESR  BE
SECHRZNGE , FBEB XN AHFIERIYEIEE.

RIS AT | IERKES RS NETCA CPS |, BYEESFIEIED
(A BRI IS AN BRI E RS EKOT FRTH I TFARGEIEREZA
FIgRSUERGER | (A eTLUE4RIRIL,

4.6 EPEFHR
IEPEFREASEDEBFRINE BOERHMHIT AERAZER T
NI PER—IKEEREFRRIEIET,

4.6.1 IEBEFRAVER
1. IFPBERIHAEEZRIEAs; NETCA HEFAREKRER , BT
SRSH BRI IR (E A,
2. ITPEHEENRFRBIEPEF RIS,
3. NETCA BUSRBEEKRSHEX A AN IBHEERE.

4.6.2 IEPEFMSKALIE

IEEPEFEKATLABLA TG

1. EEEH , RESTEPRIHER T HEIER. BIEIEBENGSEA
B , i@id NETCA Ri4s; NETCA IEBEHIHRZEFRIE , 2id
NETCA ESHRAZEHFHEIEEHEX MR AFARF I EIEAFIRSS |
FH NETCA £AFHNER. ITREEFBRGCERNEZfE | SRR E
FRIBANER NSRRI R AIFASE NEGAGED. L2 ERIEPBIELERH
A REKIE 2 R IRFIMBAR , FXE NETCA RitEE.

2. B&EH, WRBERTES L3, L2 ERFRBEHER. INTPsEE
NARFRIEZIEPEHFRISRINSMHIERHE , F NETCA s5iH RA 3T
IEPEH. HEHEAANGBESRESANX 4.2 (EKER., L2 %
RUEPBHNBLEFTREZKMEZL ZERFMERAR , FXE
NETCA MutfEE,

4.6.3 IEPEMIER. KHMNTRES
1. IEREHNERSAEAN 4.3 HE ;
2. EPEFRILKMIRTIFRIEREZSA 44.1, 4.4.2 REBER.
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FHZBEITSE K,

4.7.1 IEBZSAEFRAVIEH
1. EFEHRMmEHEITERZE ;
2. UERFIEABRZHEHBEES ;
3. ITPEESENFIRIIEBZSANEF RS ;
4. NETCA BUSRBEERS B A AN IBHETERE.

4.7.2 IERZFAEFhERAILIE
IFPZREFNESKAONIE SR 4.6.2 HHE,

4.7.3 IEPEAEHIELR. RHTNTFES
1. IEPEHNERSAEAN 4.3 HE ;
2. UEBEFRILRMINIFRNEBZERZSAX 4.4.1. 44.2 f8RE.

4.8 IEPEE

IEPEER I PRIEER ERWHTRIEFREICHIIE. INRFAIIE
BICHABIEN , WFEEEFHIBLES.

L1 FHREBRNERT A,

4.8.1 iFBEEAIISH
T FRREEE RS HESESITUTFRRHIEPATERE, XEEE0
VIR : EREFR. FIREp ID, BrEfME. ik, EBFHpEEE,

4.8.2 iFHEHEERALIE

W PEESINA R P E RSO E I NETCAEE RA
HITIERTE, EEMEHIARRIRA 4.2 HNEKRS , ERMEEMETEIE
BASZ{4,

WMRFSRETFBASTEN  NEESEH AT FPHVERIES., EESR
BAS 4.2 BER , FARGEHEEIER (24 49 )
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1. EREESRAEBERSAX 4.3 f8E ;
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3. IEREEFEFHEFRIERS R CRLERSRMESL 4.9.5

4. WERIEBZENERIBERICERTIIZRMN , N NETCA AJLAREHRE
AGHTIEF , NETCA BiE RA AT AMIEXER | BRAESTTFERES
SBLE.

4.9 EHRYTHER

4.9.1 EBEHRIIEHR
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ZE) | LMERERE e ZREIR S TR RIIRE.

BRAIE 6.2.3 BUIEEIRSESM , NETCARIHT PRIFASEIHITERD.

6.2.5 FAAUIME
NETCARSSHARICAZ AT HATIANE | (REEIIRIZRRATC 5.5.2 &K, B
IFERICARRABAAR | FEREEITEHTHER,
RIEEZRERERHNETCASITFRIHNY , KMCRIRSABIEERIRARHTT
U= =N

6.2.6 FAIEEBIRRAPHNSAISE
NETCARRCARE TR CARFATERILAEZBERF S LSTIFASRED ;
NETCARIIRCARE TR CARIFAE A LIS AZIEHEHEERZEEEIRIIN
ENLZENENZEEIRRE |, DSLIRERSTIZEIREERE.
T PEILAMERNETCAIRMBHIEBE FER | (FEHABTZNBFERHSH |
WRIT PRABRR S | (BITFRIINZFASE I LIS AR 7R, 1T el {EA
SEFRFBFEI NCNEEANA DL ERNEMEDIRE P,

6.2.7 FASATEZRBIRRPIRTE
FASBERRA RO R LA I TV IRTR.

6.2.8 FATARYELE
NETCARIFATARRA 6.2.2 RUIZHIATUEHTAGE , AERIEKRAARIEE
RIRRM O,
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T PRRABIRFERFEREERE T BEMREZ ST RAVERERT
HEIRMPINBEIEL A BERGETAR. BB FEREER RAIARREEE
R —ERHRBEHR (1F1E) .

6.2.9 FAARYZLE

PR DR EE N E O ik HER B BRI ARG E  FASERY
AERSIEENEL (BUEEGE ) . NETCARIFABIRRISRAAAI 6.2.2 Ay
BRHTIELE,

EIPRE TFRABIR B IR R FE.

6.2.10 FASHAYEHER

NETCAXYFSERT ERIFATEI TSR | SRR EEINERERAFRIRI AR
H{FREED  NETCAIBRXMEREARTERM. NETCAREA 6.2.2 gJ#ZE
F75 T SR IR R R AYFASE.,

NETCASTMIT P BRI 72 R ek & sE R TFASHESR. 1T EELLE
FREBINMEZINREIER T | AR N T e A ENZRERER |, e
PAEFENETCAIRMHANE R EE T ERIMIBRIHREHERFATE.

6.3 ZAWNHECER

6.3.1 XAV

NETCAFOINETCAIT PN BB EIEBIEANETCAL IE TR EMN
IR =R RIEEET  HEEGIISENETCARFZHRER DS,

6.3.2 BN SIEBRYEIEE
—RR BN NN ESERN A S B NASEREREIER . ZENEERR
FEEBEAEBMNNZER |, (B LARERRIGITE B TIREERE.
YRR EIDERAZSEN , MIESHPAHEFAEEHZLBERT |
NETCARTLAREE RSN 9iZ1 ] P EHTER.
NETCAIRIERBEBEARBIT30E , FRCAIEPHIETHIAET25FE , BiR
HBEBHANAIZ 1.3.1.1, ITFIERBHNERE—RA1E-35F | RS 55,

6.4 FiE&E

6.4.1 BLREIRERIF=E
AEEEIEATAGEMBIIOS. PINSE "HEDE" SRS,

I HRERTRESNEAERAH %41 W



Pk i
FAIE I L Tl 4 B0 V5.5 NET CA

NETCARY "MEBENR" FIEHBEHINEERRTE (&HA36.2.2) . ¥1iE
FOSEPINBEEBENETCAF4L |, sk2FHIE , SRSV bEN~Ea7.
NETCAESREMIZ A REFENGT FHRLA TR ESESR O SFIPING :

o KENNFINFER , BMRIERARHIREFZIRE ;

. FEFFIRAE (10 *&%$#@\~!" ) AR ;
NMEFABEXHFE ;

FEEFHRERBIBTHER ;

e 2 APREERFPRIRIKINFFRE ;
MNMEFRRERASEPING,

6.4.2 FEEURERYRIA
MNT "WESE" | AFEERETNEFIEEEYIERIFATIS.
H<HPINBBREENATRBERARZRERE, FEEBAIOSHMPIN—
ARE PRI (SEIEC R SR | B LEHEEE BT AN,
AEEUERRIENEIERT ( AIZRMARIERRIO<SEPINGG ) | BB

L,
NETCATEHIRHRA ME SR TG EBRIIER ~ , MEAEEUEHRITE
B, FHEREFERICR | AXIHREEEIE IS,

1T N BTG ERE A2 RLAIPINADRYH BB 1B s A b B AR IR AV 4%
HIXBE, ZINIT P EHAEHRPING,

6.5 ITRINMMER =S

6.5.1 IHBENNIMEZLEER

NETCARTFIEITIANER ARG EBEIENE =T EVIANETCARNE%E T
TEImLER REGETRINSE IRNAR T SeEEXYITEI SRS,
EHE. RFEML. BMEERSE ) |, LMRIERFLGTFLE2ERIETIRE.

NETCAL =it B GRS RIPER | HENEHhRSIKERS
FE. (R EEANERNEHTT BTSSR TR S EER A eeFE .

NETCAITENNEERKS OSER/INEREKEEK , MBEVWRFFEEHR
EEX , iz TETEHE xS,

NETCARAEF=RAMBRBZ R AR REGXIEZERESLEXI ,
HEBBNRLERS.

NETCAREHRE I MBI EH T KBLIFEFISELT LGNS EBRANRLGK |
Re]gEpHIER B ML&AIXEE..

NETCATEAMERIFR SN , BREREmARSEE MR ERFMEHI
LABRIIA.
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NETCAEHRES BN 55 =5 TEIET BN L £ ERRYEAT
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6.5.2 itEHNRZLER
NETCARNIT BN R AT 2EREN R FNTENEERALTEFRIPERLD
N (e A REFIEERIFEGB17859-1999 ) (SR LR : 1508 IEHFIPZR.

6.6 AasFEIHARIAES]

6.6.1 RFEFLIEH

NETCARRNIER ST HE AR mEFERBAMAS , FFEEZRIEXTR
HERIRLE.

NETCAZEREREREIMIAYER AT A TBFFSISO9001 REEK , FHET
EZRANEFEZRITIR RE R,

NETCARSAER AR REPE RLREREBEER JARANEREHITEE
MHEEREA.

6.6.2 RTeRiHEHl

NETCASFHAIER ST A AR ET*N T AT RRAHITIEH , HRBER
WAV TIESLEA R BENIE) INERFHIEARFRFEBRNETCAINE( ZE ) RE
EEERSHE.

NETCATELIEAR G T BRR ST R ZBIRHCASHATIONE , SIENFIMZ
1z,

6.6.3 ZE£EREH

NETCAINER SRV EAR B TIESERSICRESR | FHIEERNEERE
FHREHE  SEREALRGILIAR. SHEMBSZERE. HEAER
FROHIETE. FIEANERGVFEIHESE | RREAERGERERNZ S |, L
ESCBNERE

6.7 MEREMHEH

NETCAINERSHRIEERERENAR |, Mo ARRNKE , 1 XEZ
[EEEARE KEOOFAFOKIERTRP | AERENEHERS | SPhkiEEka],
CASRARIHAEIE R Z [BRESRAVPNS e LB EUER  FRAZE
SPINERA,

NETCANI WS Z LR BRI IFMRA. MNRASTEF , RIFEEIRITIER
. AAIEETENSRE HRNART EEEXEMKRIRE., FEXERENE
ERKSOSER/INERKENSRERK , 24 TEIMEEIXEO S,
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6.8 FFHIENE

NETCATECARGZHEPERIEIIRSS 2 | IXATEARSS 22K AR EFRm AR E)
(UTC) , B EEENRESRER.

CARGFRIRTBEIRSS 2588 ST AR SS=RRURT AR | (RIERSSHE FICRT
ERIRE 2 AERRRT.

NETCARIRMHEFRI1E)EL ( DTS ) fRSS , FFERFC 316145 , iBENYD,

75 E¥. CRLFIOCSP

7.1 B

NETCARAEBNERZS (GB/T 20518-2006 {EELLRA NAEMIZHE
HAEPER) . (GM/T 0015-2012EFSM2Z B Ei XIS I BERRAGE)
TWEEK , HEAITU-T X.509F0RFC 5280 EfFnEIST |, STEAZBOINE
B HFEENT B,

711 [RFS
IEBhRAS/9X.509 V3,

7.1.2 iEBY BIR

NETCAIEBISAINEY REHE

Z4AM% ( Key Usage )

IEBESRE ( Certificate Policies )

FREHAEFR ( Subject Alternative Names )
HAFR#4! ( Basic Constraints )

I EZ4AMR ( Extended Key Usage )

B FE5IFRS A& R ( CRL Distribution Points )
TRANKIZSBIRRFA ( Authority Key Identifier )
FRZSEFRRF ( Subject Key Identifier )

e H#(ERiAE ( AuthoritylnfoAccess )

NETCAtE37$%GB/T 20518, GM/T 0015-2012txAE R BB F IS I FHE
TWNEFIEERIVET B , AP BEENT B, aItRiIEAF s FRYEK
Edl. BENY B—MRER N AIEKELS,

R RN SRBRIABEIERRBIRIREIERY B , NIARIZEZIIER.

T HEYRIES WIS A
8 NETCA AW RGN E IR I, 12356 VAL IE -5 8 0 AN 77 1) AT REAR D0 A e
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7.1.3 Hi%OID

X F RSAEEIEH , NETCATE 2012 & LA B 8 3 B9 1R & B
SHATWIithRSAENncryption EiEZE&IEH EiXOIDA :1.2.840.113549.1.1.5,
NETCATE2012F R LAGIR AR ER SHA256WithRSAEncryption &£ & &
EH , &5£0IDX : 1.2.840.113549.1.1.11

XS FSMEGRUEF | NETCARERBEMERSM3WithSM2EIEES RUES |
HE£0IDA : 1.2.156.10197.1.501,

SM2EERNE , NPARIRANECCHEMEL NP ZBEL , OIDX
1.2.840.10045.2.1 ,NE&#+  #RRECCRIZE ASM 2RI Z. N AR E % |
#i£0IDA : 1.2.156.10197.1.301,

7.1.4 BiFRR
IERERBFRATANVERIZFRAZIUEREARS 3.1 BEK , HDNZER.
B, NETCAUARSERSIFEMREIRBTIT & | EEREIREY R’
AL SUEBERNEMBXZFKMER | ELNEEFpAtit,. ARSSE8AIPitEIEL
3.

7.1.5 {FPEZAMX

NETCA RIEERZREERBIEXEK , FEIEHFIEBAIZHERE.
NETCA E&NEFUERHEMEZBRIE ( Key Usage ) HBBHEHERR T L EIAIE
BN TSR R A FEfP AR, 1T PRUKE S R E B ZSE A& HIE]
FIERBHMERAS.

7.1.6 EHKEE OID

IEPR R EIEB AT AIRIEHIIINE  HEERMRECRRRIFIERSR
EEXISAFART ( OID ) LMRBEEIRIEM. IERRIZROIDRFRIEBMAN IR AR
SHIRBRREE, IE B S EE L BT A E S SRR LS B ES
BEEZER. 1T PN RE NSRRI B ERE A ZER AR iEHER
i,

NETCA B9 if ¥ % B OID K : 13.6.14.1.18760.1.10 &
1.3.6.1.4.1.18760.20.10.X ( E{RUITFEFT) .

IEBER (o] [») i5i8g
L3 1.3.6.1.4.1.18760.1.10 BHIMARNERETFL3 , OID
)% #91.3.6.1.4.1.18760.1.10
1.3.6.1.4.1.18760.20.10.3
L2 1.3.6.1.4.1.18760.20.10.2
L1 1.3.6.1.4.1.18760.20.10.1
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T EE( BBt FERUEPEINNE) KBRVEFIES IEBRIROID
79 :2.16.156.339.1.1.1.2.1 (B%AA) / 2.16.156.339.1.1.2.2.1 (GEA).

7.1.7 REEREFANEEFHEN
FENETCARMRUAEBEERKIEY RIS S 7 CPSIRIEIRERT | 1IRHT
FEMNETCA CPSHYURL , \FRETLAGREXNETCARY { RIEE R FAEIVEZHIN Y .

7.2 CRL

NETCA%ZEICRLIGS (GB/T 20518-2006 {ZEZLRA LNAEMIRTHE
HFIEBEI) . (GM/T 0015-2012EF SM2 B0 &L AR IF BEHGE )
RITU-T X.509. RFC 5280%m &30,

7.2.1 RS
CRLIRAS9X.509 V2,

7.2.2  CRL#1CRL KB EIR

NETCAKFHICRLF , B TLATY BN :

o IMANNIZSEIRAM ( Authority Key Identifier )

® CRL%S ( CRL Number)

WNRBHEENISEENRE  CRLEBUSEEHEHEIREEY E( Reason
Code),

N RN ERIBEIARBEIE IR IR EAICRLY B E CRLEBY B , NABefE
F1ZCRLUEIGIFIFBAYEEIRE.

7.3 OCSP

NETCASRFHOCSPIRHELIEBIRESEIAIRSS . OCSPYEACRLIVBRI4ITE |
AL CRUR R ATRGIERIRZSEINEI | 5 {ET PR R AT RISREGIE IR
SEE.

NETCATEEHEE—MIEBGE | BRISEHIOCSPImRE £ RGIZIERBRIOCSPI
[z, NETCA OCSPIuRIFFERFC 696018 |, iEKkE TiEIT httpAE Y [E
NETCAi&EROCSPIIR;, NETCA OCSPIRM & SIFBIVAE. IRSEIHTIRT
8, MREAREIEEE.

NETCAZEIIT PRI 5 S T REXBI R A R S S5 PRI USSR
FBOCSP,

731 REFS
OCSPRASA V1,
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7.3.2 OCSP ¥ Bl

NETCAZKR{EFREOCSPHEXY EIN. 1R BFIOCSPIAIIR[Elunauthorizeds
=S, IEBEIREuNknowniRESEE RBEIEFEIRBIAYY B |, NROZERETERIN
HEIRZEBIRAE,

SB8E INEHAEEITHIE M

NETCAZSTPIEBET TS , FHALUSBLZLRIITEES. NETCAEES
ERBFNERSEEH JAANEERE. ERLESINERISHE 2
FEBETESTBEAL A TR S =SS, HE$E=
ROSMBRR T SAAIRIR S PN R L BRI,

8.1 HitRYkiE

HITRATIREMEE NETCA RETRIWEHEEXKIEEEHKE (F
EARTMERFERE). (BFHANERSEEDE). (RIEBEHALEVSHR
), LK (EEREFERIEBEINNE) (EREEXRISHERT ) BIE
X GEFFREFALRS S | UUREFRISERET  BREFEERECE
AL NETCA F9IkSSRE. EEHIE. RERBFRR  LIARIMEEE
M. BERSHRE. REZFNEOER.

8.2 HHITRYIIL

RS SNBR TSI,

ShEPEETHRETAEAVERE IR ). EER SRS =M NETCA
EEBS I E SR FAERS LS TSI, NS, i
AR SRR S AT B .

PIRBEEL TR NETCA ERfTERA RXIGPIES. RS TR T |
EERANELSEEE. SRS | TR,

8.3 HWitEKiTGAYsHER
NETCARIEEITEEAZA—X , FEBFHIT REEZERIXLIT
. ANREIUFERE RN EEIRZEN BT EBUXBRITS | 5 R ITHAEE TSR
BN AU ELASRERME,. ERRERE. EANRRETES,
EzEFALERS BRI ARNEENTF R,
ERBEINEBISHEENEF—IX.

8.4 it A A RBYEER
NETCARIRERETTE AN A REREBEBE AW SFIPKIIAKRR 152
TR EEZLEIRED)|| , HENETCANE (22 ) BIREERERSTD.
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HMERER T EITHE A R BREARRIZME EE BB JHE.

8.5 ®HitIiTtARS NETCA RIXHR

NETCAREREHIT ARERSHEITNRILEREXREK , ANETCAER.

NETCAR X IF AR EAEKRERITFHNEEREXRR , ATLUE
NETCARER , BalLARIENETCARER,

HNEBERIT IS A R SNETCATS bR EITE T bz SMONLSS. TS
ERE EMR UMM EE MR EXR,

8.6 HITEHITLAINE
NETCAREBE eI LS REASEELLT -
o AREH
o VISR NTEETE
& RRENEGITEE
o FIAETE
® ZPRFBHTEE
® ZEIZEANE (ANEAM. CPS. XSiEHIEHH )
EFFIER THEITT SIS eE REEU ERE—3BD.
ExRBAANERSEESD VARNFEFENTEREAHHISRMEK.

8.7 MEESA ERENATHEHE

MREFHEBGHEIRET R TAEE R BSAFETE , NETCAKRE
HRITETHEIR S HIEFISEIEU IEEE  FFRNETCAINE( 2 ) RIBEEEZERS
WEHAT.

MTEANZERE , NETCARFSEMN SIS EER | LTSRS
M= e

8.8 HITELIFLGERNEES R
NETCARIZETRE MU ERGH I EHAERCAEFEN IR,
BRAEEEENER , NETCA—RAAFEHITEIREER.

BIT ZEREMHTBISSSEM
9.1 #H

9.1.1 IEBELMEHHZEA
NETCARHERHEAR. B, ERRENEBREEIRSZER  ETR R
2N B (B NERS KRR B NE) IXXEEM L | SRR
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REREESR , NETCARRREA S BB S SRR S N L5 7
AR5,

9.1.2 iFH&EiEZER
NETCASS & EERBEFHFEIEREITA T Z.

9.1.3 IEBRBERENER
NETCAXS R EREBEEHAICRUR M 5228 T EFIERRSS.
NETCARJOCSPARSSFIE B ANMEBREEIIIRSHRIEZ P RIIRS MY
KB TICER,

9.1.4 HElRZ%#H

NETCAZZARHACPSIIER W EIBXRIERIE TEHIRS.
SNFEFEREFIIIRS , NETCABIBWENZEA,

9.1.5 BRBIER

HAER—BARN , NETCARIEIRIE, IBFFEL.

EWSZIETRES | AMBEEREEREE  NETCARIERZIE | BATIR
R EIENRI = INEE A,

9.2 M55(E
NETCARIFBBHIV DT RS E(FIIBITA RIS E. NETCARZE
KA FINIERSS EEF IXINETCA SRR E.
SERETREMEMEMRIRAB D B A S B ENETCAZ A EMIE
FRA9T PR RIS ARURSZ AR , NETCAIRIECPSIEX ERAAERIEXIEM
TR S .

9.3 AISSISRIRE

9.3.1 (REERAYCE

NETCATINRZREEEIFERRFUTHS

o ITFENAGBER (8k) TMER ;
NETCAK EAIBETAIRNIER I SAIRER ;
FrEHIFASRER. ;
NETCARIIZITEUEINCS | ARREIZ{THIERITR ;
NETCASWIESRENEENEIER | BiEFmlitkl. HEEE. BS
MEFIEIEATHMY TNE=ZSERINER ;
NETCARENSRIEBIWIEXINEITHRS. FiHERIMNEEER ;
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o H t:,:BEESZE TR A RERIER.

9.3.2 A EFRZCHRIEE
PATMEENETCARFINRZS TS
o IBMEER , URIFBRHER ;
o HNETCAMLENFMARRIEE. SR BEEHE. IEBEEREE.
CPS&(z8
LI EEEBRE \9?4%,%\ AR TERERER I ASELRA ST
AT HTml & , NETCAREBR (AT,

9.3.3 RIPFZERRISE

NETCAREMISHIENMA. 1T, REALAEMEREEEEREENEN
SEBERREREE.

NETCAFITTSHEEREH EIAHRRABENETCARNAIA R 8EZ
EHEER. FEERELIERRINEYAE. FHE. ESH0PRIFECE.

émi’g BRFrEEHTEMERE , ERNETCARFEREREFTHBRIN
BER NETCAU,ﬁEE%X NRXAIR BRI TS RAT I E M TT RIS
1*)441 NETCARREIEHT SRR BT ATHNEE S5 AR E R,
RIARIB=ERE.

LNETCAEEZRAGEFHENEKRT BAEEBRAIER TOUREASL 9.3.1
PHREERT , NETCARTLURRR AR ZMEGARBAIRIVER , MHEERIIA
?‘H‘E?&E’J{%E S5 XMIREREMAER TREREKRIING , NETCATHR
EIB(EEIERE.

9.4 PAIRTARE

9.4.1 RFAMRIFFHE

NETCABITERSRACRIFSREE FrERXAR( BANETCARERAR TIEAR.
ITPF ) RA-EETHRNATIESE.

NETCARIEEZREXZMAIEE | RITEZEEARIPRES | IFSERE
MRIEEK,

9.4.2 {FARFALIEMER

FEANETCARKEINADIER. CRUAIIANERHIEE (BIFEHRREA ). iTF
ENGEFSEISVSORIIE NS LIS
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9.4.3 RFHAIBFARIESE
RIS, CRLEBRRIT FEEAHRMAIEFAER.

9.4.4 {FIPISFASERIE(E
NETCAXNIAI 9.4.2 FrFlAIREFAS R TIRIF | BALEHE, RBEZENETCA
BN ARTBEHEMISFASE | ZIHHAIRISNANAE. FiSaiER.

9.4.5 EHIRAERINENSRE

NETCARTEELNVSSSEEIRERAA 9.4.2 FFIKEEFAMSE , BFITFRSH
REN. =12, MRSBVEN. XER , NETCASESRITFHNSG |, thiEE
ERTFHIEE.

HEBEL EEENRFAGEMER B ERIEAANRE. XhEE. HHE
F. AL LRRFAEERY  NETCAFEIERIERANERIFEE. KSR |
FIEEMNAYTI, Ri5FEE.

9.4.6 {KEFKITHIZFRISRINEE

SANETCAEEZRRYER. MENEKRT | BEEBRINER T IIREASL
9.4.2 HRIRSFASERT , NETCARTLURIREAE. MEEGERFIRRIEXK , B
RER AT ERAIRRAGR. XMIREARENAER T RERIERMNS |
NETCAFTZUEIB(EHAIZRAE,

9.4.7 Htl{SEIEEER

LISFAMEREARAAHTEMERE , ERNETCANHHIREMARFAGE |
NETCARTHRIBISNE MG TIREE. A1 RIXFE 1T i RAT I ELA /5 AONE(E
X355, NETCAREIR(H A S ERAIE T ATSFAG RS RIATAIREK. R
ROREESEAE,

9.5 HNRM~Y

9.5.1 NETCA EISHBRIEIRF~=1{=EA

NETCAZEAFHREBIHEBLAR NETCAIR A ZRER N —IRIRFY , &
FBERNRTABEN. BRI ESENE.
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PR EIERTAEFRISUE. CPS, FSESASFIERFEME,
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JTRA BT HSINEA R AR %51 T



PHE i

FAIE I L Tl 4 B0 V5.5 NET CA
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FNRF=ROOMEXREFRE . NETCARIEERE &I EABE BT,
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HRERNFFEREIERHRBERNENAMESEENERXERTREEIEE=A
HESR. BRSBITE. ARIRMEHEBIIRNENF  mMEARTIEEERN , 8
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9.6 FRix5IEGR
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NETCARYIRIRINT :

H

FEHOEIE R BRIEFINUAIE R 2 B NETCARRANRYELIR B NETCARYEEIR
PRI,

EERGIERRT | RILESNFIEZ , EEBTRIEESNETCARTILE]
AMERGRIF—EL

R T AREWIERIT A ERINEBFRIBGERHFEHSERIRIAMEER
BB,

BREATTFPREBFFEARCPSRIFTESLRMEK,

RACPSHIME | RASEHEFERIES , H#E&CRL,

NETCARRIT PRI BRI ERRY SSERA ERNGIEHERIERN
MR SEMERYERS

ERFRASEES ST PRIIRS Y.

9.6.2 RA fIpFiR518{R
NETCARYRAIRFIIT :

RABENETCAFRITHRSZEAE. EAEENEEER. RIEER
ERZInFINETCARIBRSBAMERFRE.

AR BRiER8 B RARTRIAYERR B RARISEIRIRIA,
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HERREF—EL

R T REIFANTFEES | EBFHNESIERFHEHESEINREER
B2 IERR.
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EACPSHIME , RATMEEBA T e eE,
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9.6.3 iTFRIFRIASIB(R
ITPRYBRANT :

FSIEBFE A tBEN NAIFASBFTHITRIE —RER  SRITFES
&R  FEEHTEEN EREEN(RETE. #iEkEsiFE )
HEWITFES.

T PRIFASBEBEIMRIFANRIF | REBNHARMKIGEITEFAR.

W PEEBERIEIESENETCARERAMFKANFIEEEEELH,

W FRHENETCAR ERAB T ERBIERRIFrEM RIS EESLAY,
MRFEREA | BBATFIIREBARELGETE. (TPBE=ER
REAFERMHAIASCIRA SIENR , IBAINETCAERA,
WPEERACPSHIE , REBIEBBETEIENNEEE & ARFERE
19,

W FPRSERERERIER. ITPARIEREEIEBBETAIETWIRT NS89
%, a0 BSIEB PRI A NAYFAE R FEAEENMETS (8
INEEMF AR NE ) Bl & CRLZ .,

HERPRASERESISNETCARIIRS Y.

9.6.4 {XIHZRIPFIRFIIELR

WETTHIBERAT
o (KHSRIERENETCA CPSLIRAIT FIERAEXRAGEREER , FH T

METIERRIERBR. RESHRRIERREIS AV BXIAIRA TR
ERIBRY.

WS EERTT PROERRT  BNERBRIER  FIBBESNETCAZ R
ARERHERSERN |, RIBSFNCRUSEIEBIRES  ERIERES
BB

S RYERTA |, REBEEREARCPSHIEXRF.

9.7 BIRAS
NETCAZELAF=MEIR FRERET :

1.

AT

EATTABERT (RERAI 9.16.5 FIERIAERA ), NETCA fiRE=

1%,

2.

== Az th
BEER

DR eiE AR AESREPUERNRIFG KA BEAR ERIELISRERIF.
REFRNNMSESEERBEERIMENER L S AT .

TRAZRTY

3.

N AT E

NREARFTHE N TE B TEEXITIEMEARARS SRR AT
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ENTE BT R RRENRE. R PANERS S EPBEERRNALE
mR=ER , BEENRTIATRE
o HIFEWEHATHIRMATE. FTURNETHN  SFEARRT0
&, B ERIVER MENREESRSRERM T OmRIsRZSUs |
FLE2 T NETCAR A HIEIE S,
o IJPEKINTS B ERREMARGHI TIEBERE.
® IJPENETCARITRIB RV EEZIMERBIEBERAA.

U ERREE , KRPEAREHEIITER. Z0HT.

9.8 NETCA {Z(IHE{ERERH!
NETCA fURZERMEEHE :

o IIPEESTFEXNZHEEA— , SEUTFEKIT BRI,

® T NETCA NIRE , BUET FEKES TTAEEIDIEPRE , S5
PRI ERIRK.

® NETCA {X7E NETCA IERARERRAFAELL HRKEERERESIE.

# NETCA &4 CPS , NETCA RERNRIAIENE , X F—HUEBRYAT
BHEEA (GFBERRTIIF. BBEASKHES ) NEITBESE  FETZIE
PHRSEEIRER , IXFFRZT LA NETCA 250, NETCA EBERY—DIERIS
FrAZIE BRI A EERESEZ RERAS T LB ENAIRSS 2 F
9 10 {5,

9.9 ITFHIRIA =T
1T PSSR ERUIEERS |, B T/OEER B SE NETCA =4
IRK , WIT P B MR AR SR,

9.9.1 ITPIISERIERER

o IJFHIBLEEN  FHE. SASETSREAELER &M NETCA
BEE T ERREN.

o ITHRRMEEEITKIEAEFAAMRE, BK , BPBAAAESEIR. &KX
MBS NETCA 5H RA | LIRERARERFEAS R IMEALLE
A, 18Rk NETCA B At ERIRER.

o ITFRMERANGRER  BRERERRTRIR. HE. IP. BFHES,
FEEIRICHARIR |, &% NETCA SRS EZRER.
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9.9.2 (KB RIEEESITIBR
® >KiZ NETCA CPS sy E B tMUFRIBKERTT X 55 , Mi&Em; NETCA 8

Hitt5EZRER,
® >REEZ NETCA CPS SRESRBIFNEEIERREITH , MiEsk NETCA 8
Hitt5EZRER,

o RERIFPHEMHIFRESHEASEERREITH , Mi&EM NETCA
B EA S ERRER,

9.10 BHHIFRSLELE

9.10.1 HBHHIR
NETCA CPSEAfZ HEEIER A, CPSHEIFMEIRRAS A HIA.

9.10.2 £k
IR ABICPSIER AT | |BMRARICPSIEEEALL,

9.10.3 FHHRILIESIRE

NETCA CPS—E#ItfE , TP RN EARZEFRAVLIR |, B
R ANRERITER SRR ERERL.

9.11 WS5EMNMHESSIE

[RAFZE5EZABEMNGE , BNFS5E ZERIRARERINSG R
(BREEHFERNE S ) #HTEESYE,

BERIEE NIBREEWIITI T, FHREIsTRMR,

9.12 &

9.12.1 (EiTiER
NETCA CPSHNETCAIAIE ( &% ) RISEBEZERSFEE I THE | (£
{AEHENETCAINIE ( %2 ) RISEEZERSIANB Y ERBRIESRELT. EITERY
RAZNETCAINE (2 ) RIREBZRSHEHE & EINETCA K ik
(www.cnca.net ) , FHRIZTUFHSEHEPRE.

9.12.2 ESHEIFNEIR

NETCAIAIE ( &2 ) RISEERRSEREHXICPSIHEHHERAVRTE. W
RCPSHYUERLEBARNZ , SIFEMHR. BHR. &KX BKEAR. &
MU TEE , WEZHITIINES.

NETCA CPSEYHERIEESRAENETCARIMEL ( www.cnca.net ) LA,
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AT R BELABEAZURMEATT FRICPSIETTER | A TRNIALE
1. BRER—MMER , WBEEE NETCA sH RA EEHBRMBIERIX(E
2. BRERNA  WHRHHBH LECAIINRXER |

3. XLEBAATRERRESHESEINA AR, NETCA thAJLUSREITE
TR (e-mail ) FNTFAIEER | 1ZFEFHREEUETT P EREIE RS
28R,

NETCA CPSHIRRTBIZIE. EMFNIEMEATEIZIER. 1TRAAEEZK
ZRAHZARTRAFRIES  SIMARSXFMELE. E5H%LL,

CIIH

9.12.3 WsRIEX CPS AYIEH,
MERHEITFIER | BBARXICPSHITIEN
o RATHNERARIHIA , HEWIMECPSHBERIE
o ARG B XEEMEREEAFREHET
o AEEAMAITW , HEWIBCPSHBERIE
o WAECPSHIMEERRE

9.13 FYiE

IRNETCAS SR ZIEESITH. IREGZEREFN , MEIFEAZ
[BFERF AR IR Sm RIS MR ERSERZS RN
TP (FRERZEBR  WNFHEBLR.

9.14 EiEXE

NETCA CPSTES S EHEIR P EIU TEEAETHIMRR  TTSUERITF.
T SRR SR EUARIETMERES | ACPSHINIT. MRS
IERREER , AIEENRT (PEARKHNERFESE) Rk (BFNER
SEENE) . (BPNDRSEREENL) %,

9.15 SiERAENTEE

NETCARRFINIEW S &2 55 REFREIUTEERABR T
& SEERRT (FEARRNERTESEE) . (BFANERSEENE) .
(B FNERSEMEEEDE) RERENEEREXEBRA. FRimEs

&
<o

EEHOFATNETCAINERSHIER MR , AJREHENEHERBUFIIX
RUYFR]. P it ORISR ARE FHERH CEEMENR.
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9.16.1 SEEEMNNEFER
NETCA CPSKNETCARIEXRIV S ERDNE. ERBRIEEENINETCA
AU, 2255 SEREIRDN.

9.16.2 LEiL&EER

ENETCATNERAEHBGEHE  NEHESIERIMERIT P/ NETCAR L SZERD
BT 5 —RASKEHERMRSS ;

ENETCARBERMRRESE AR TIELEIRSS , NETCAZFTELT Pig
ERNME , EZHEMNES CARNTEBRS £,

9.16.3 HEIESR

ENETCARIEEFNIESS | RE—RESEEESH CREFIED
WPRR—FKRTHEARRITAONR ( BTEMRR ) |, TTPIERBSSERINY
RIEERFBARER.

9.16.4 IEFIHMITHR

NETCAEEFANESE55H , BE—ANEER—FERMNARIERE
FRERERRX— D WNHEBEIER B LR RIX — 5 SHZ R AER M RIS
.

9.16.5 FERIFER

A |, BIEARBETN. AR AR RIS MIER. AnliBEaT
DRBRUSHEBAKRE , ibE. XILEE. B, Bak. T, K.
BR. AXNEEAUS  HIURHESNSR. HEREEMSEBFTH. &
ERT M EBRMAFREER. AETECEN  BUEESRITEET | BUkE.
E2T. FAEHERESM.

TR FNEESSSF , NETCAHTF AR NEEME SR ESEBaEBHIE
PIRSH , BAREARATR DN WML SE 2B RRELSSE. EMAIES
;5% (ATF ) AR E RN E RiFEEEME,

AT AL EZEAREREFEAT T NNARSHRZE N ERTRDEAS
RO K  FEIER BB N AMAFSSEATEESREPIT AT
F , RIERZHBERAEARTINNARSFIFZE, NETCAERFAESRFHIAR
ARSI UESHFIE R RIEE—RRHAIT PRSI EIE B
HEFENETCA CPSHR,

JTRA BT HSINEA R AR %57 I



Pk i
FAIE I L Tl 4 B0 V5.5 NET CA

9.17 HEFRM

9.17.1 ZHHIERINZE

ESNETCA CPSEYHIESHEME. IESHHEiEERKM , F85/8
TEZNETCA CPSEIZIER |, BRIF

® NETCA CPSHIMIEEAEFTELILASEERA ;

® ZhSRAGMNAIEZ HEAENETCA CPSEIR AT RITZAY ;

® ZthsSHIIN BRRIE(LFNETCA CPS,

9.17.2 ZEE&HFFKIF=a
[BRIERBEAE , TIEZREBRIERAA TIHEENHEAREE :
® i : iFHA NETCA BI~=HFRA.
® NETCA CPS : NETCA CPS R9kRA 9 NETCA FR.
o FIE : BRBIB AZMBLA (HHEHEFHFITA ) B
o FASH : MOIZESARLMIMSRENFIERIP | FASB B AEREE
RUFRIZZSHIT P ( SRHEESREIEA ) FE.
PR MCZEBLAEFSLRENERE SRR | 2BATF (= EE
HEEA ) BB
® NETCA B9FA$H : NETCA HIFASHE NETCA ROINAF=, XLEFASHE NETCA
RS BCAI(ER.
® NETCA B9204H : NETCA I $AE NETCA BONA7=, NETCA AiFERIX
/N ZN
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9.17.3 REMEH
IERERBASTPAEEE S TSICHHAEEHERLENETCATERA :
o S hfp. AIE. 8% BE. BE. BEEMIRENNSEIS ;
o HIAELEMNITICIELESN , FHXIENSELSEEINEIC ;

o HEEZETIE,

9.17.4 FEIPIIRERA

EET A AR EEERINEEE FEFIE R EINEPRIEIER E (F@
FHF NETCA SBRIEBIAEBHRERZFTS [REAISIEFZRE NETCA, 17K
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fisRA. ERBEXH BIR
A.l. BRIEBRSES

Y

1‘0

Y R X LUEBALZRANT FIRSS IR | IR &, ©@XWF ¢
Id- UserCertServiceld OBJECT IDENTIFIER ::= {136 141187601 14}
UserCertServiceld ::= UTF8String

UserCertServicelD =& HR% , F—a2pn NEAFPIRSSEE0, H16 14

TIKRYBEHERY HEX dRiStank , B ADRH@ , H=857 CA IRR

F

A.2. EENHAEEHBTRIR

Y FETE X EF W EMEFERY ID MAERFMRNS— MR R ABKET & |

EXAT :

ER

Id-Enterpriselditems OBJECT IDENTIFIER == {136 141 18760 1 15}
Enterpriselditems ;= ldentification/tems
ldentificationltems ::= SEQUENCE SIZE(1..MAX) OF ldentification/tem
ldentificationltem ::= SEQUENCE{
type ltemType,
encode ItemValueEncode OPTIONAL,
value ltemValue
/
ltemType = INTEGER
ltemValueEncode .:= INTEGER
ltemValue ;= OCTET STRING

ltemType FRIE4F3EEL,
ltemValueEncode wJi%k , RRIHHERIRIDS T | BPRIEH4S &S afhdRE

ltemValue FRRIHM4SH3RIBEE.

A3. N ABHBIRR

Y FRIE X ETF N AEMEEERY ID MRS — MR R AR & |,

EXIT :

Id- Identifyltems OBJECT IDENTIFIER = {136 147 18760 1 16}
ldentificationltems .= Identification/ltems

Identificationltems &% A.2 FIEN., ItemValueEncode iF44RF55 T,
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HREeERINENRERRBLEI | FEEERIFRE/wEH .

A4. BHEBRYEE
It RIE X tE B EFFRIANERHGEE ( FrEREERAER ) | IECET
B, EXAT :
/d- NetcaCertThumbs OBJECT IDENTIFIER ::=
{13614171876017 1217}
NetcaCertThumbs ::= SEQUENCE SIZE (1..MAX) OF NetcaCertThumb
NetcaCertThumb -= SEQUENCE{
algorithm Algorithmldentifier,
thumbValue OCTET STRING

}

algorithm FRRANEBHGEEEE,
thumbValue FREREBHLEER HASH (&,
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BIRB. (SRS

B.1. NETCA Root ClassA

NETCA Root ClassA 2 NETCA BB A ANIEIREZ R R RSA B EIRIIETR |
HTERNNTHR CAS,
IZAREZ R CAUEBRIERETRE ¢

CAiiE#5 DN =R IEBFS | EBRZERZBIHKE g
CN = NETCA Root ClassA 01 SHALRSA 2048bit R 2% CAEF
O = NETCA Certificate Authority
C=CN
CN = NETCA Individual ClassA CA 02 SHA1RSA 2048bit SR NAEP

= Individual ClassA CA

O = NETCA Certificate Authority
C=CN
CN = NETCA Organization ClassA CA | 03 SHA1RSA 2048bit 25 R ML E B /ML F
OU = Organization ClassA CA IR
O = NETCA Certificate Authority
C=CN
CN = NETCA Server ClassA CA 04 SHALRSA 2048bit 25 e e B AE R
OU = Server ClassA CA
O = NETCA Certificate Authority
C=CN
CN = NETCA Secure E-mail ClassA CA | 05 SHA1RSA 2048bit Z5 R w4 T IR
OU = Secure E-mail ClassA CA +H
O = NETCA Certificate Authority
C=CN
CN = NETCA Code Signing ClassA CA | 06 SHA1RSA 2048bit R RS2 42 A+
OU = Code Signing ClassA CA
O = NETCA Certificate Authority
C=CN
CN = NETCA Sub-1 ClassA CA 51 e5 2b 69 ab | SHA1RSA 2048bit % 4% CA E P
OU = Sub-1 ClassA CA 7b 98 1f 6d b0 CRLDP, ZRAAN/HL
O = NETCA Certificate Authority 10 86 21 f6 b2 M /44 E5 F P e
C=CN of

B.2. CCS NETCA Root L3
CCS NETCA Root L3ENETCAERFNIFRBRZAHIRSAEERNEIR . B

BIEHTFEEAANTZRCA, ZERZRCAELRIEEN TR :
CAE#H DN &f5 IEBFAIS | EREERZRKE iz
CN = CCS NETCA Root L3 40 b7 3f b5 71 | SHA256RSA 4096bit R % CAIER
O = NETCA Certificate Authority 74 88 43 49 03
C=CN 83 22 9b 09 95
35

CN = CCS NETCA L3 Individual CA 5f 75 a8 39 7b | SHA256RSA 2048bit RN NAUEB
O = NETCA Certificate Authority b3 92 59 fc 3a

O T4k CAKBEE L SR R SAWIE £, I NETCA W35 5 XN 1 i FUR 6 1) — 4% CA.
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CAiF+H DN &#R IEBFIIS | ERHZERZPKE i
C=CN cf 08 01 b7 0
2f
CN = CCS NETCA L3 Organization CA | 4f 06 0d 73 fc | SHA256RSA 2048bit 2 RHUKEF ALK B
O = NETCA Certificate Authority 17 d9 4a f9 34 Tk
C=CN 48 12 75 db 19
1a
CN = CCS NETCA L3 Device CA 53 a4 01 2e 3d | SHA256RSA 2048bit R EAETS
O = NETCA Certificate Authority c9 af a6 05 86
C=CN 2c¢ 8d b8 do 9d
90
CN = CCS NETCA L3 Subl CA 1d 0Of 63 8d dc | SHA256RSA 2048bit RN NIWAG 5%
O = NETCA Certificate Authority 76 e4 ef 87 51 S PAET
C=CN 16 ab 01 be 17
85
CN = NETCA L3 Sub2 CA 5f 9e 31 42 6d | SHA256RSA 2048bit BERA NI )54
O = NETCA Certificate Authority ed ca 52 7c e8 SRR
C=CN ac dd 1b ce 8d
6d

B.3. CCS NETCA Root L2
CCS NETCA Root L2ENETCAERFNIFRBRAHIRSAEERNEIR  H

TEE=1NTRCA,

IZIRARBRCALEBRYS BRI ¢

CAiE# DN &R IEBFYIS | EREERBAKE iz
CN = CCS NETCA Root L2 08 bb dc 8a de | SHA256RSA 4096bit R 2 CAEP
O = NETCA Certificate Authority c¢37d 7a 37 9c
C=CN df 92 12 d8 2b
de6
CN = CCS NETCA L2 Sub1 CA 1c 8f ec 57 bf | SHA256RSA 2048bit BERA NIWUG /6465
O = NETCA Certificate Authority c4 58 ad ff 27 e
C=CN 41 7b 8a e9 2f
ea
CN = CCS NETCA L2 Sub2 CA 4a b2 ad 0d b9 | SHA256RSA 2048bit BRANIHH B %55
O = NETCA Certificate Authority 77 f e3 a3 99 FH PER
c=CN 19 db 8 a2 af
b7
CN = CCS NETCA L2 Sub3 CA 6d 1a d3 5f c2 | SHA256RSA 2048bit B A N LN 1 5 2
O = NETCA Certificate Authority da 2d ce 82 5a R i+
c=CN 22 26 94 43 ad
94

B.4. CCS NETCA Root L1
CCS NETCA Root L1ENETCAERFAIERRSZ RFHIRSAEEIRIEFR , B

BIETEE=1"RCA,
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IZIAARBZRCALEBAYS BT ¢

CAE# DN Z#5 IEBESIS | EREEREBIRKE Ri&
CN = CCS NETCA Root L1 083163 f59e 96 | SHA256RSA 4096bit BER 2 CAETS
O = NETCA Certificate Authority f1dad020d340
C=CN 72 62 d8 of
CN = CCS NETCA L1 Subl CA 22 9b 0f 2b 08 96 | SHA256RSA 2048bit ZERA NIV )% 5
O = NETCA Certificate Authority 14 fb d6 ca d7 9b S FAE
C=CN 96 52 13 b4
CN = CCS NETCA L1 Sub2 CA 27 3b f3 e0 f7 1c | SHA256RSA 2048bit R NIV )% 5
O = NETCA Certificate Authority dd b7 a8 06 f6 d5 S PR
C=CN 80 ca 1d a8
CN = CCS NETCA L1 Sub3 CA 23734614 b29a | SHA256RSA 2048bit RN NIV [
O = NETCA Certificate Authority 7230c¢829eb 05 S FAE
C=CN 10 e5 e4 38

B.5. CCS NETCA SM2 Root L1

CCS NETCA SM2 Root L1ENETCAEFNIFRE RFAHISM2EE£RANE
R, HFER— 1 "RCA,
IZRERZRCAEBHISEUINTE :
CAiif$ DN Z#R IFBFIS | EREERFHKE Big
CN = CCS NETCA SM2 Root L1 527ad83a6281 | SM3WithSM2 SM2 256 st — % CAETS
O = NETCA Certificate Authority | 15883924187
C=CN e0 3388 Te
CN = CCS NETCASM2 L1 Sub1 CA | 1e 98 b9 5fe9 81 | SM3WithSM2 SM2 256 B AN N R ) P 5
O = NETCA Certificate Authority | 04 ed e3 66 9¢c a5 T P ER
C=CN db 3c 96 46

B.6. ROOTCA

ROOTCAENETCABR FAIERE RFINNERIECAINEARRAIRCARTR |
EAEREER— N _"RKCA,
IZARRZRCAIBHEEATE :

CAiE¥5 DN &#R IEBFIIS | ERREREAKE Ri2/&iE
CN = ROOTCA 69 e2 fe c0 17 0Oa | SM3WithSM2 SM2 256 AR 1.3.1.2 Frid i H
0 = NRCAC 6 7b S CA
C=CN
CN = NETCA 66 al af 8b 4b aa | SM3WithSM2 SM2 256 B AN N R ) P 5
O = NETCA Certificate Authority | 97 6b a6 5d 2030 T FER
C=CN 84 29 bc 8e
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fIRC. SFIEPREIVRR

tRhRBTR
" N AEBHRRR HWSIEBIRRR SR AEBHIRRR IRFIEPBIEIR
=iRE
TEF A A NIUEF B IES B IE WAAUET
A5 V3 V3 V3 V3
EHF5 S ] A A H
AR B4 TR CN. OU (%), 0. C CN. OU (T[i£), 0. C CN. OU (T[i£), 0. C CN. OU (%), 0. C
SHA256WithRSA 2048bit SHA256WithRSA 2048bit SHA256WithRSA 2048bit SHA256WithRSA 2048bit
BHEERKE /SHA1WIithRSA 2048bit /SHA1WIithRSA 2048bit /SHA1WIithRSA 2048bit /SHA1WIithRSA 2048bit
/SM3WithSM2 256bit /SM3WithSM2 256bit /SM3WithSM2 256bit /SM3WithSM2 256bit
WEFA RO NTEET 5 4 NTEET 5 NTEET 5 NTEET 5 4
‘ ‘ : ‘ CN.OU (A%, O (AT k).
EX 24 E (A[#E). CNy L. S, C E (FTEE). CN. OU (R, | E (R, CN. OU (AT, L (A3 S (Al ¢ (v]
O. L. S. C O. L. S. C )
FRNAEFRRRF | 5 5l A H
FEEREFIRFF f A A H
UEF5 SR il 5l A H
b FAHEBBRLZIR rfc822Name " rfc822Name dNSName/iPAddress
we | IEREHFIRSRA | A A A 2]
5 | DR ATk ATk ik 3%
& | BAIRH f A A H
digitalSignature/ digitalSignature/ digitalSignature/
nonRepudiation <L1 N5 &>/ | nonRepudiation <L1 N5 &>/ | nonRepudiation <L1 AN¥ &>/ | digitalSignature/
keyEncipherment/ keyEncipherment/ keyEncipherment/ keyEncipherment
FHR B dataEncipherment dataEncipherment dataEncipherment
¥ RES R (FT%k) (FIik) (FIik) (AT %)
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% 64 I




]
IE I H UL 25 B0 V5.5 NET CA

PP R o P 1 25 o
A EGERR (T AR S S B RR (i | HTERRSSS
B (T e L A D N W ATE R RIE P AE - (Arige)
. e ROAEF M4 (AT RO SN AN,
E R STEBRCEE (T
MiFD. § REZ{ARIRRENIR

D.1. BF&RE
HIRHRIEBEEN , ISALEERTEFRERE , EXUT
id-elecInvoice OBJECT TDENTIFTER ::= {1 3 6 1 4 1 18760 11 12 12 2)

— ZEPIHERI LI E Y digitalSignature
D.2. DG-Egov

WIHEHMIBEREY , DG 2 "R5e" AIHAERIS (DongGuan ) , Egov B "HFISS" RYZIZ4ERR ( E-govement)
RIBLE R R TR FIS M L DIEAAERES | EXAF

1d-DG-Egov OBJECT IDENTIFIER ::= {1 36 1 4 1 18760 11 12 12 3}
— BT L E D digitalSignature

(£EXER)

JARAE BT A NIEAT R A
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